Issue Paper on Reduced Medical Reporting

By Lea Gilchrist
4 JUN 2004

Description:


Medical Event Report (MER) submissions have been negatively impacted by OIF deployments and increasing use of attachment-blocking email filters in DON networks.  For the period of 01 JAN 2004 to 15 May 2004, overall reporting is down 38% from the same period last year.  Breakdown by unit:  NEPMU2- down 48%; NEPMU5- down 23.5%; NEPMU6- down 68%; and NEPMU7- up 5.9%.

Background:


MERs are required IAW BUMED 6220.12A to electronically report significant medical conditions and communicable illnesses.  The current instruction directs MTFs & ships to report to one of  the four worldwide Navy Environmental Preventive Medicine Units (NEPMUs), who aggregate data under each respective AOR for reporting to NEHC.  NEHC submits this data to the Army Medical Surveillance Activity (AMSA), the DoD Tri-Service data repository.


Data can be submitted via electronic mail, File Transfer Protocol (FTP), fax, paper, or Navy Message.  If sent by fax or paper format, the NEPMU has to enter the data electronically for the reporting site.  The Privacy Act of 1974 and HIPAA Act of 1996 require any Social Security numbers and personally-identifiable healthcare data be protected against unauthorized disclosure.  One mechanism for this was the use of password-protected zip files.  Unfortunately, the recent proliferation of virus and mass-mailing worms have caused the majority of networks to filter out any attachment with a password.  By far the area of greatest data loss is the leg between the MTFs and the cognizant NEMPU.

One mechanism used to provide backup and redundancy for email is the FTP process.  Although FTP is sent in clear text, the password embedded in the MER data file makes the transmission also Privacy Act/HIPAA compliant.  A secure FTP server has been set up at NEHC and has been used in the past to allow data transfer for those few sites affected by attachment stripping email filters.  The complexity of setting up a secure FTP server precludes this being done at each unit.

Technical Issues (of which we have no control):

A. Requirement to report

B. ZIP file stripping/email virus filters

C. No standard configuration service-wide

D. Increased frequency and sustainment of deployments

E. Schedule of reporting to AMSA  ( 1st vs. 15th)

Recommendations:


Because of the success in using FTP to avoid attachment-stripping email virus filters, it’s recommended that instructions be given for all MTFs and ships using NDRS to submit directly to NEHC via FTP. Users will be encouraged to submit daily, and no less frequently than weekly.  All data will be assimilated into the master database, and queries will be run for reports, sorted by NEPMU.  A zip file containing all reports under a NEPMU’s AOR will be sent daily from NEHC to the respective NEPMU for examination then import into their local database.

Discussion:

The recommended change in reporting will hopefully reverse this trend of decreasing reporting.  NDRSi is based on a concept of centralized reporting that is not routed through the NEPMUs, therefore; any information reported through NDRSi will not be seen in the local database.  All data sources are integrated into one main database housed at NEHC.

Deployments from the NEPMUs are much more frequent, and often there is a data system ‘SME’ for reporting.  When that person is deployed, medical event reporting breaks down.  Centralized reporting has several advantages.


The ‘big win’ in this change will be the prevention of data loss inherent in the first two legs of the current process.  NEHC can frequently receive data that the NEPMUs can’t, and inclusion of this in the daily report will more completely inform that NEPMU of what’s happening in their AOR. Another benefit of this change is that the NEPMUs would be relieved of data processing work.  Instead of dealing with multiple reports from several MTFs, they would have to only assimilate one file from NEHC.  NEHC would continue support to the NEPMUs for all tech issues.

At NEHC, submitted data files are updated daily, and incidents of interest brought to the attention of staff epidemiologists for investigation.  This change will enhance reporting as data submitted will be much more timely.

Best of all, this requires no additional expenditure or training.  The only change is the method of transmission and frequency data is requested.

	PROs
	
	CONs

	Data gets to NEHC much quicker (daily vs. 45 days)
	
	NEPMUs see the data in 24 hrs

	Data flow directly to NEHC is reviewed daily
	
	

	NEPMUs don’t have to process data: greatly reducing the PMT workload 
	
	

	NEPMUs see all data under their AOR
	
	

	No additional training or expense
	
	

	Provide better continuity for reporting: uniform process service-wide
	
	

	Eliminates database inconsistencies [NEHC vs. NEPMU vs. MTF]
	
	

	Provides for centralized data backup
	
	

	Reporting synchronized with AMSA
	
	

	Complete database is available for analysis
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Proposed SOP:

Effective 1 NOV 2004, all sites reporting MERs via NDRS 3.0 and SAMS 8.XX are instructed to change the preferred method of transmission from email to FTP.  This change is made in the Program Setup section, and can be easily made by the user. 

A. In the Program Configuration window, change method of transmission from email to FTP. 

B. Under the FTP button, enter the following account information:


IP address: 164.167.141.27

User name: nuser

Password: ne25hc10

Account: NEHC FTP SITE

Continue to enter reports and process reportable medical events as before.  This change will route data records via FTP to NEHC instead of email to the NEPMUs.  (This is HIPAA/ASDHA complaint for the protection of PHI/sensitive data.)  Urgent reportables should be followed-up with a telephone call to the cognizant NEPMU in addition to being reported via NDRS/SAMS. 

C. Users are urged to export reports as they are entered, daily if entered daily, but no less frequently than weekly for non-urgent reportables.  This will increase timeliness of reporting and relieve the reporting unit of having to designate someone to oversee the reporting process.  If whoever enters the data exports that data at the end of their shift, there will not be such a burden of reporting to meet a deadline. 

D. Once daily, reports from all units will be aggregated and pulled into the main MER database at NEHC.  Queries will be run for reports FirstReported or DateofOnset within the past 30 days, and sorted by active duty, confirmed, and alpha EpiEvent name.  Another UIC database has been linked with this spreadsheet so that the ‘HOT STUFF’ will reflect not only where the report was entered, but the duty station of the patient.

E.  A backup file of the main NDRS database will be posted on the NEHC FTP site, and is available to any user wanting to perform further analysis.
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