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NARR/ REF A IS BUMEDINST 6220.12A WHICH IS AVAILABLE AT
HTTPS://NAVYMEDICINE.MED.NAVY.MIL/FILES/MEDIA/DIRECTIVES/6220-12A.PDF. 
REF B UPDATES DOD REPORTABLE MEDICAL EVENTS AND IS AVAILABLE AT 
HTTP://AMSA.ARMY.MIL/DOCUMENTS/DOD_PDFS/MAY04TRISERVREGUIDE.PDF.
RMKS/1. THIS MESSAGE HAS BEEN COORDINATED WITH THE COMMANDANT OF THE MARINE CORPS. THE COMMANDANT HAS AUTHORIZED TRANSMISSION TO MARINE CORPS ACTIVITIES.

2.  THIS MSG CHANGES THE ELECTRONIC SUBMISSION PROCESS FOR MEDICAL EVENT REPORTS (MERS) REQUIRED BY REF A. REF A RECOMMENDS USE OF THE NAVAL DISEASE REPORTING SYSTEM (NDRS 3.0) SOFTWARE PROGRAM TO SUBMIT MERS, WHICH TRANSMITS THEM VIA EMAIL USING A ZIPPED, PASSWORD PROTECTED FILE. DUE TO ENHANCED COMPUTER PROTECTION, MERS SUBMITTED IN THIS WAY ARE BEING BLOCKED AT E-MAIL SERVERS.  THIS MSG ALSO UPDATES THE LIST OF DOD REPORTABLE MEDICAL EVENTS PER REF B. 

3.  TO AVOID FILE STRIPPING AND TO ENABLE TIMELY SUBMISSION OF MERS, A LISTING OF THE VARIOUS METHODS TO TRANSMIT MERS IS PRESENTED.  DETAILS OF EACH METHOD AND A WIRE DIAGRAM SHOWING DATAFLOW ARE POSTED ON THE NEHC WEBSITE AT HTTP://WWW-NEHC.MED.NAVY.MIL/PREVMED/EPI/FTP_INFO.HTM.  
3.A. FILE TRANSFER PROTOCOL (FTP) IS THE PREFERRED METHOD OF SUBMISSION. NDRS CAN BE CONFIGURED TO SEND VIA EMBEDDED FTP OR THE DATA FILE CAN BE SENT MANUALLY VIA FTP SERVICE AT THE COMMAND LINE.  THE PROCEDURES TO BE USED ARE:

3.A.(1) SOP FOR USING FTP EMBEDDED IN NDRS 3.0

3.A.(1) A. OPEN NDRS 3.0.

3.A.(1) B. IN THE PROGRAM CONFIGURATION WINDOW, CHANGE METHOD OF TRANSMISSION FROM EMAIL TO FTP FOR BOTH URGENCIES. 

3.A.(1) C. UNDER THE FTP BUTTON, ENTER THE FOLLOWING ACCOUNT INFORMATION:

IP ADDRESS: 164.167.141.27

USER NAME: NUSER

PASSWORD: NE25HC10

ACCOUNT: NEHC FTP SITE

3.A.(1) D. USERNAME AND LOGIN ARE CASE SENSITIVE. USE LOWERCASE FOR LOGIN AND PASSWORD.

3.A.(1) E. CONTINUE TO ENTER REPORTS AND PROCESS REPORTABLE MEDICAL EVENTS AS BEFORE USING NDRS.  THIS CHANGE WILL ROUTE DATA RECORDS VIA FTP DIRECTLY TO NEHC INSTEAD OF VIA EMAIL TO THE NEPMUS.  



3.A.(2) SOP FOR USING FTP FROM THE COMMAND LINE




3.A.(2) A.  START AND LOGIN COMPUTER AS YOU WOULD NORMALLY.

3.A.(2) B.  GO TO START > RUN > TYPE ‘CMD’ IN THE OPEN WINDOW, AND SELECT OK.

3.A.(2) C.  YOU WILL BE IN A BLACK DOS WINDOW.  AT THE PROMPT, TYPE ‘C:’ AND ENTER.  THE PROMPT SHOULD NOW READ ‘C:\>’

3.A.(2) D.  AT THE C:\> PROMPT, TYPE ‘FTP’ AND ENTER.  THE PROMPT SHOULD NOW READ ‘FTP>’. 

3.A.(2) E.  AT THE FTP PROMPT, ENTER THIS COMMAND AND IP ADDRESS  ‘OPEN 164.167.141.27’  AND ENTER.

3.A.(2) F.  WHEN ASKED FOR A USERNAME, TYPE   ‘NUSER’ AND ENTER.  USE LOWERCASE.
3.A.(2) G.  WHEN ASKED FOR A PASSWORD, TYPE ‘NE25HC10’ AND ENTER. USE LOWERCASE.
3.A.(2) H.  TYPE  ‘BIN’ AND ENTER.  A MESSAGE SHOULD DISPLAY ABOUT THE 'TYPE SET TO I'

3.A.(2) I.  PUT THE FILE YOU WANT TO TRANSFER ON A FLOPPY, OR DIRECTLY UNDER THE ROOT DRIVE.  
3.A.(2) J.  ONCE CONNECTED, TYPE ‘PUT  DRIVEPATH\FILENAME’.  FOR EXAMPLE, 'PUT A:\ND00021.SAM' TO SEND A FILE NAMED ‘ND00021.SAM’ THAT’S ON A FLOPPY DISK.  IF THE FILE IS DIRECTLY UNDER THE C; DRIVE, TYPE ‘PUT C:\ND00021.SAM’

3.A.(2) K.  YOU WILL BE ABLE TO FOLLOW THE TEXT ON THE SCREEN AND WILL GET A FINAL MESSAGE STATING 'TRANSFER COMPLETE'.

3.A.(2) L.  AT THE FTP PROMPT, TYPE, 'DISCONNECT' AND ENTER.

3.A.(2) M.  AT THE FTP PROMPT, TYPE, 'QUIT' AND ENTER.

3.A.(2) N.  AT THE C:\ PROMPT, TYPE, 'EXIT' AND ENTER.  YOU WILL NOW BE BACK IN WINDOWS.
3.B. IF USING SAMS VERSION 8.XX SOFTWARE, CREATE THE DATA FILE PER PROTOCOL THEN SEND USING THE SOP “FTP FROM THE COMMAND LINE” (3A(2) A-N).
3.C. EFFECTIVE 01 NOV 2004 ALL SITES REPORTING MERS VIA NDRS 3.0 OR SAMS ARE INSTRUCTED TO CHANGE THE METHOD OF TRANSMISSION FROM EMAIL TO FTP FOLLOWING THE APPLICABLE SOPS LISTED IN 3.A.(1) OR 3.A.(2).
3.D. IN ADDITION TO ELECTRONIC MEANS, MERS ARE ACCEPTABLE VIA WRITTEN MINIMAL REPORTING FORMAT (REF A). AND MAY BE TRANSMITTED SAFELY VIA: 

3.D.(1) FAX - USE HIPAA ADVISORY COVER SHEET, AUTODIALER, AND ENSURE RECIPIENT IS STANDING BY TO RECEIVE FAX.

3.D.(2) FLOPPY DISK – COPY DATA FILE OR DOCUMENT OF MINIMAL REPORTING FORMAT ONTO FLOPPY DISK AND DELIVER TO COGNIZANT NEPMU.

3.D.(3) NAVY MESSAGE – USE NAVY MESSAGE TO TRANSMIT DETAILS IN MINIMAL REPORTING FORMAT.


3.D.(4) MERS CAN BE SENT IN MINIMAL REPORTING FORMAT SAFELY VIA EMAIL IF TWO EMAILS ARE SENT.  FIRST EMAIL SHOULD CONTAIN DETAILS OF INCIDENT AND ACTIONS TAKEN; SECOND EMAIL SHOULD CONTAIN PERSONALLY IDENTIFIABLE INFORMATION.   ONLY WHEN COMBINED WILL THE EMAILS IDENTIFY THE PATIENT.
3.E. URGENT MERS MUST BE FOLLOWED-UP WITH A TELEPHONE CALL TO THE RESPONSIBLE NEPMU IN ADDITION TO BEING REPORTED VIA NDRS OR SAMS OR NAVY MESSAGE. 
3.F. A WEB-BASED SUBMISSION PLATFORM IS BEING DEVELOPED TO AVOID PROBLEMS WITH PROTECTED FILE TRANSMISSION.  

4.  USERS ARE URGED TO EXPORT MERS AS THEY ARE ENTERED, DAILY IF ENTERED DAILY, BUT NO LESS FREQUENTLY THAN WEEKLY TO INCREASE TIMELINESS OF REPORTING.

5.  UPON RECEIVING DATA FILES, NEHC WILL AGGREGATE ALL RECORDS INTO THE MAIN MER DATABASE.  AGGREGATE REPORTS FOR A ROLLING 30-DAY TIME PERIOD WILL BE PROVIDED BACK TO THE NEPMUS NO LESS FREQUENTLY THAN WEEKLY.
6. A DUPLICATE OF THE CURRENT NDRS DATABASE WILL BE POSTED ON THE NEHC FTP SITE, AND IS AVAILABLE TO ANY USER WANTING TO PERFORM FURTHER ANALYSIS.  A COPY CAN BE DOWNLOADED USING A COMMAND LINE AT THE FTP PROMPT. THESE PROCESSES ARE HIPAA AND PRIVACY ACT COMPLIANT.

7. THE TRI-SERVICE REPORTABLE MEDICAL EVENT (RME) LIST HAS BEEN UPDATED BY (REF B).  ALL REPORTING MEDICAL ACTIVITIES ARE REQUIRED TO REPORT RMES ON THE CURRENT LIST OF SEVENTY CONDITIONS.  CHANGES ARE THE ADDITION OF WEST NILE VIRUS (ICD-9 CODE, 066) AND THE DELETION OF ONCHOCERCIASIS (ICD-9 CODE, 125), PNEUMOCOCCAL PNEUMONIA (ICD-9 CODE, 481), AND PSITTACOSIS (ICD-9 CODE, 072).

8.  TECHNICAL ASSISTANCE IS AVAILABLE FROM MS LEA GILCHRIST AT COMM 757.953.0718; DSN 377.0718; OR GILCHRISTD@NEHC.MED.NAVY.MIL. 
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